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val crowdstrikeStream = spark.readStream
.format(“cloudFiles”)
.option(“cloudFiles.format”, “text”) // text file doesn’t need schema
.option(“cloudFiles.region”, “us-west-2")
.option(“cloudFiles.useNotifications”, “true”)
. load(rawDataSource)
.withColumn(“load_timestamp”, current_timestamp())
.withColumn(“load_date”, to_date($”load_timestamp”))
.withColumn(“eventType”, from_json($”value”, “struct”, Map.empty[String, Stringl))
.selectExpr(“eventType.event_simpleName”,”load_date”,”load_timestamp”, “value” )
.writeStream
.format(“delta”)

.option(“checkpointLocation”, checkPointLocation)

.table(“demo_bronze.crowdstrike”)

HA-EEZ AS0AM, Al HOIEOMEs OMIE OS2 $—%§.*LIEP. 017|01| =L
EtQJARMION U BS FII6HH ALEAE EA '3|0|F—1% 8=
UEULCH EZZ HO|E2

(Bronze-to Silver) 2/¢2| §s0| 4= 2L Ef. %3I Olt'l'E =L t.é.*$|9| 4‘—7f WA
8% 0| EH0] FEYLL 322, EE2-2dH AEL(Y AY0] EE= H0[S0H|A



https://github.com/databrickslabs/splunk-integration
https://databricks.com/try-databricks?utm_source=ebook&utm_medium=referral&utm_campaign=20171019-uap-ebook2

H|0|&f AIZ|L|O{& Big Book

O[HIES §0{2t A7|0FS SfLt 4 E¢t T3 O[HIE 0|50 Tef

]

ZHLIC} Of2l= Scala Z& O A[ILCY.

4 71| OJHH E E|0| =0

spark
.readStream
.option(“ignoreChanges”, “true”)
.option(“maxBytesPerTrigger”, “2g”)
.option(“maxFilesPerTrigger”, “64")
.format(“delta”)
.load(bronzeTablelLocation)
filter($”event_simpleName” === “event_name”)
.withColumn(“event”, from_json($”value”, schema_of_json(sampleJson)) )
.select($”event.x”, $”load_timestamp”, $”load_date”)
.withColumn(“silver_timestamp”, current_timestamp())
.writeStream
.format(“delta”)
.outputMode (“append”)
.option(“mergeSchema”, “true”)
.option(“checkpointLocation”, checkPoint)
.option(“path”, tablelLocation)

.start()
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from fire.spark import FireModel
fire_model = FireModel().load(“collateral”)

fire_schema = fire_model.schema
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@dlt.create_table()
def collateral_bronze():
return (
spark
. readStream
.option(“maxFilesPerTrigger”, “1"”)
.option(“badRecordsPath”, “/path/to/invalid/collateral”)
.format(“csv”)

.schema(fire_schema)

. load(“/path/to/raw/collateral”)
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from fire.spark import FireModel
fire_model = FireModel().load(“collateral”)

fire_constraints = fire_model.constraints
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@dlt.create_table()
@dlt.expect_all_or_drop(fire_constraints)
def collateral_silver():

return dlt.read_stream(“collateral_bronze”)
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Delta Lake &@Alo] EHA =M0|| Delta Live Tables?} Al &25t= GOl £2 EFNES
J

D
|20 8 E+E floll E2¢ HolH HH(EE, 2 &5 O

O[tIIE Of2fiofl “delta” A 22 A& efL|Ct. O] 20| M= 2{|0]| 2514 O ||l 2 o] Y BHA 0l = =
INEIS THELICH 2 Auto LoaderZ ALR 3 A 2 2| E2 ‘e aoq M R Bt 2315t= 225te HH)22 “AlZh 0|5™e 4+~ AB UL Of olAloM= A2 E0|=0f A&
CH2 A|AE OHIES HHZI SIAIO|L} AlA|7tO 2 z{2|5t= ZHQIL|Ct Delta LakeOf= 7.8%2| A2 =S AHYSHH 2H E0|20 HEE ChE Delta H{H0| &-dE LT,
EafaM 277} 90| ZHE 0| YHI0|E 2[4l EE Qlastoz 7oA A Mo Ol HEE o A 7| 20N SFL 4+ UASLICE
HALQIE TR2MAS T2511 22| 2a|5tR| QOHE Al 2 HOf| UM ASH 4 U&LCH
DESCRIBE HISTORY fire.collateral_silver
input_stream = spark \
.readStream \
.format(“delta”) \
. load(“/path/to/pipeline/system/events”)
output_stream = extract_metrics(input_stream)
output_stream \
.writeStream \
.format(“delta”) \
.option(“checkpointLocation”, “/path/to/checkpoint”) \
.table(metrics_table)
0|8 7ts¢ot 2Bt 25F 2F £E0] oF X0 SLUSHEN JLEZ, OiE2LEE=
Databricks SQLZ AFB3I0] THadt CHAIZE 7|52 BHE7ILY, & O 233 22 wAlg
=0 HO|e F& ZAE A= BA Y &+ ASU T
entity expectation_name expectation_value
1 adjustment lid] is mandatory id 15 NOT MULL
2 adjustment |date] is mandatory ‘date’ IS NOT MULL
3 adjustment |col] is mandatory cal 15 WOT MULL
4 adjustment [contribution_amaount] is mandatory ‘contribution_amount 15 NOT NULL
5 adjustment [currency_code] is mandatory currency_code’ 1S NOT NULL
adjustment [currency_code] not allowed value (currency_code 1S NULL) OR (curmency_code IN [AED', "AFN", "ALL", "AMD', 'ANG", "ADA', 'ARS', 'AUD', '"AWG', "AZN',
'‘BAM', "BBD', 'BDT', 'BGN', 'BHD', 'BIF’, "BMD', 'BND", "BOB’, 'BOV, "BAL’, 'BS0D", "BTN", "BWP', 'BYN', 'BZD’, "CGAD', "CDF',
B 'CHE', "CHF', "CHW', 'CLF", "CLP', "CNY", "COF", "COU", '"CRC', "CUC"', "CUPF", 'CVE', 'CZK', 'DJF', 'DKK", ‘DOP', 'DZD', "EGF",
'ERN', 'ETE', 'EUR’, "FJD', 'FKP', 'GBP', 'GEL", "GHS', 'GIF', 'GMD', "GNF', '"GTQ', '"GYD", '"HKD', "HNL", "HRK", '"HTG', 'HUF",
...
a3
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https://databricks.com/product/databricks-sql
https://databricks.com/try-databricks?utm_source=ebook&utm_medium=referral&utm_campaign=20171019-uap-ebook2
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ClO|E{e] &2 S&2 & Cf &3] &g &+~ U2l F& 7|H0 M= HE{Zeto|=2
GlOlE] W3S Qst LE T2 EZ0Q| Delta SharingS AFE35H0] Of2] A A|AEIS 27t
OLUGHA HEE Wstst 4= QUSLICH Delta Lakes E2AHO 2 QE AA0|7| W20 2|2

MEAE 2F 22 ST 20| AEStAHLE 526 ETL THO[Z2felof ofz|s H|0|E S
AEe 22 Rlol(oALh SFTP M-S Soff Hl0|E Mol ML), CIO[E AREALE

Python, SparkO|M 7|24 2= A7|0fetEl HO[E0f] HMASHAHLE MI/BI CHAIEE(O]:

Tableau E£= power Bl)E S5l 21 HMAS 4 QA S{FLICE

== AH H0|E2 U= Atz2 37 £ JUR|TH 02 Ho|E Hojg F& L2
Fe&otke 2902 1A Q0|6 E SReteS st HIRUA 28 AFgstlAt & £
USLICE O] A0 M= A H EHO| 5 CHE HA0| A S4|5t0, Cld 2% = W HESRA
O 2|Z AL HMAT 4~ Q= fx|ete 22E 4 Ix(YY HIF AL, = DMZ)
2 dELct

from delta.tables import x

deltaTable = DeltaTable.forName(spark, “fire.collateral_silver”)
deltaTable.cloneAtVersion(

approved_version,

dmz_path,

isShallow=False,

replace=True

)

spark.sql(
“CREATE TABLE fire.colleral_gold USING DELTA LOCATION ‘{}'”
.format (dmz_path)
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Delta Sharing @& AA £2 M2 HSHE U2|5te O 38 MHE F2 0|58,
DatabricksOl|Al&= Unity CatalogZ AHESH HMA A0 F2 S St L A &5,
AMEZO|AH 245 ZAF 21 7|52 H&5tH SQL QEH0|AE E5f UMA A2|E

ASFEHLCEH o2l OfAloMeE Al E|0|E2 ZE&St= SHARE, HIOIEE afd

RECIPIENTZ Bt=AU&LILCY,

—— DEFINE OUR SHARING STRATEGY
CREATE SHARE regulatory_reports;

ALTER SHARE regulatory_reports ADD TABLE fire.collateral_gold;
ALTER SHARE regulatory_reports ADD TABLE fire.loan_gold;
ALTER SHARE regulatory_reports ADD TABLE fire.security_gold;
ALTER SHARE regulatory_reports ADD TABLE fire.derivative_gold;

—— CREATE RECIPIENTS AND GRANT SELECT ACCESS
CREATE RECIPIENT regulatory_body;

GRANT SELECT ON SHARE regulatory_reports TO RECIPIENT regulatory_body;

0| 2Ol A 7[2O0[Lt AZA= O] Z2MAS Soff uete 71 ML EZS
AE5t0] 7|2 C|O|E{0f] AN A o~ ASLICE Delta Sharingdi| Bffet AtM|et LIE2 A&
YA 22lstMl=.


https://databricks.com/blog/2021/05/26/introducing-delta-sharing-an-open-protocol-for-secure-data-sharing.html
https://databricks.com/product/unity-catalog
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https://databricks.com/notebooks/reg_reporting/index.html#01_fire_dlt_orchestration.html
https://databricks.com/solutions/accelerators
https://databricks.com/solutions/accelerators
https://databricks.com/notebooks/reg_reporting/index.html#02_fire_dlt_metrics.html
https://databricks.com/notebooks/reg_reporting/index.html#01_fire_dlt_orchestration.html
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='SRI GHATTAMANENI, RICARDO PORTILLA, ANINDITA MAHAPATRA

20219 7€ 16 22¢

38 ¥ 224 230 B2E F2 23 2

At MIEF 2 (Anti-money Laundering, AML) #+d &%= 0|29 o{Z| gio| A
MAOAM 28 7| 45 DYste Al 7|29 =2 otH & stHUth &4 d38
2| AMLO| st HH O SASHAIHA 2[4 A ME 7|2} E2H2[AE 25 A||
0| ZM7| fsl notst #A 2AE M =& AS U 1970E0] A[HE 0= 22
HIZ & (Bank Secrecy Act)2 =& 7|H0M 28 HeliE ZUHE IS dAHRZ &
o ess 2d Aot =0 Asty| 2fsl A st 2e| s~ OrAsty| et A&t
D YHIE e HYU Lt Oof &0 w2t F&8 7|20] AFMER =8 EH2{e2|So
YMe LA T UAATT M= USLICE

zleh AML fRe A" & E29 ojd gFd YA 2As5| HEUCH HAE
YT2=9| Met0| O|R0fR[4, & 7[&(FNOIM He|st= HeliF0] 22 e Ao
oot EBAM A=ME o= AU 718 3 UEA20, el ZHETE ALA-S
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SIS A= re) 22 =
/0| 25H2AS ALGE AML 22M 22
SHRO| =4S H9| HeHE H2|5H0F St 2342 FE2 0] 7tA] 240p HARE O
Al ZLMTH AML SFM0||IM 7142 CI0|E{E A &sHoF 57| W20l ZdgLct.
Ol2{et 242 Z&et 2|23 &M, B 753 ASstBEME Alsd Bl 2id 2E=
AHstH REES 0|2 HRLEE ZAL 288 /MoiF= 207 USLIE FIoM=
0|0 2Z2f0|A0M SetREZ Metsto] Qe =tz 24| siZst7| et HAE
7| AZRUSLICH O|2 4 20t Blds st tiEke| HO|E & A& 5h= o ERot
29| A& SE5tA o AYLCE

O3l 0|ZBe 2= X7t2] Object storaged| 4~2ls5t0] &5 O

Clolefel 2|0l OfE OlsisioF st=vt, 2t 2AIE Y &
S YAOM HEHT B 22 CO[HE XY Yots AHSdH|=
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https://en.wikipedia.org/wiki/Bank_Secrecy_Act
https://en.wikipedia.org/wiki/Bank_Secrecy_Act
https://databricks.com/blog/2020/01/30/what-is-a-data-lakehouse.html
https://databricks.com/blog/2020/01/30/what-is-a-data-lakehouse.html
https://databricks.com/try-databricks?utm_source=ebook&utm_medium=referral&utm_campaign=20171019-uap-ebook2
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https://databricks.com/product/data-lakehouse
https://delta.io/
https://databricks.com/blog/2021/06/17/announcing-photon-public-preview-the-next-generation-query-engine-on-the-databricks-lakehouse-platform.html
https://databricks.com/try-databricks?utm_source=ebook&utm_medium=referral&utm_campaign=20171019-uap-ebook2
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O] CIO[H = H|O|= ¥AI0[11 SQLE ALESIEH &7 HMAY o~ U= 20| ArZO[A 2
SQL #2|E ZE&stn 37 0|¢2 AS2=2 O[F02 ¢S4 AHefds =45t dd
SELHAYLICE O] Tf20 Cist FHet A0t APIE SHESH0], 2 -2l He2Ho

— =2
QUO{OF 2tL|C}. Ctalis| O|AE GraphFramesE AtEstH 7HEHS| sfZS

o
HZE QAR QUSSR 0|F01R HZEY HESRAQ} &2 ZUTst 7jEs Hoe &+
4= o
Jd2fE API= Databricks Runtime for Machine Learning0i| 02| Az|=|0] YSL[Ct.

O] MMOM= (= ID & ASel/+Zs 82 AML =8 EA|ste o 1208 242
o Aoz &88 = A=A BE0EZ UL o7|0|M= o2 712 Hefl2 74E HIO|E
ME 5tLieb Aol THlE AHE{E|S &E8ot0 Ol2st EHe| RFE &[] 2sH
Apache Spark™, GraphFrames2} Delta LakeE 0|2 & L|Ct. SX|=l IHE 2 Delta Lake
O 2{2&st0] 0|t 22 AL B2t ZE Eﬂ YA B0l Databricks SQLE A&gfLC.
O| A St 2|& ARZAH0HA 2t 2 7|58 Alse &= AU
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https://docs.databricks.com/runtime/mlruntime.html?_gl=1*119wtef*_gcl_aw*R0NMLjE2MzA2OTc4NTguQ2p3S0NBandqOGVKQmhBNUVpd0FnM3owbTloT2FXdkFLSWRVNHFhSlVMekJmQ0RVSzNReVk4RHhjMUt6UmZMWXppSlVwNG92OEdBa1FSb0NMek1RQXZEX0J3RQ..&_ga=2.169405417.99660306.1632439883-566957636.1584739382&_gac=1.49410004.1630697859.CjwKCAjwj8eJBhA5EiwAg3z0m9hOaWvAKIdU4qaJULzBfCDUK3QyY8Dxc1KzRfLYziJUp4ov8GAkQRoCLzMQAvD_BwE
https://databricks.com/product/databricks-sql
https://databricks.com/try-databricks?utm_source=ebook&utm_medium=referral&utm_campaign=20171019-uap-ebook2
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e_identity_sql =
select entity_id
null
UNION
select entity_id
null
UNION
select entity_id
null

‘1

from graphframes
from pyspark.sql.

= == = = — o = =L A
O HMSHS E AFEof ID 2T E 2HE0 2H71Q1S HZ 50 0]2{Et &4
as src, address as dst from aml.aml_entities_synth where address is not
as src, email as dst from aml.aml_entities_synth where email_addr is not

as src, phone as dst from aml.aml_entities_synth where phone_number is not

import x
functions import x

aml_identity_g = GraphFrame(identity_vertices, identity_edges)
result = aml_identity_g.connectedComponents()

result \

.select(“id”, “component”, ‘type’) \
.createOrReplaceTempView(“components”)
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Crat, L2|st B &0,

entity_synth_score
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motif = “(a)-[el]->(b); (b)-[e2]->(c); (c)-[e3]1->(d); (e)-[ed]—>(f);

>(c); (c)-le6l->(g)”
struct_scn_1 = aml_entity_g.find(motif)

joined_graphs = struct_scn_1l.alias(“a"”) \
.join(struct_scn_l.alias(“b"”), col(“a.g.id”) == col(“b.g.id”)) \

.filter(col(“a.e6.txn_amount”) + col(“b.e6.txn_amount”) > 10000)
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top_entity_id first_entity second_entity third_entity
1 1 Brenda Thomas Teresa Gibson Mary Strong
2 3 Lindsey Barber Joshua Harris Mary Strong
3 5 Bruce White Kathleen Elliott Victor Arias
4 7 Jeffrey Lara Amy Campbell Victor Arias
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https://spark.apache.org/docs/latest/graphx-programming-guide.html#pregel-api
https://databricks.com/try-databricks?utm_source=ebook&utm_medium=referral&utm_campaign=20171019-uap-ebook2
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GraphFrameO| A Pregel APIE Al25I3 0] HALS 435t & HLE CIRAERIQ
(@]

CHE OS2l 0] 0 AtESIES FAIY o+ USLIC.
from graphframes.lib import Pregel

ranks = aml_entity_g.pregel \
.setMaxIter(3) \
.withVertexColumn(
“risk_score”,
col(“risk”),
coalesce(Pregel.msg()+ col(“risk”),
col(“risk_score”))

?szndMngoDst(Pregel.src(“risk_score")/2 )\

.aggMsgs (sum(Pregel.msg())) \

.run()
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from PIL import Image
from matplotlib import cm

img = Image.fromarray(img)

vgg = models.vggl6(pretrained=True)
prediction = vgg(img)

prediction = prediction.data.numpy().argmax()
img_and_labels[i] = labels[prediction]
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Splinkofl S| &g &~ ASLIE.

settings = {
“link_type”: “dedupe_only”,
“pblocking_rules”: [
“l.txn_amount = r.txn_amount”,
1,
“comparison_columns”: [

{
“col_name”: “rptd_originator_address”,
Vo
{
“col_name”: “rptd_originator_name”,
H

]
b

from splink import Splink
linker = Splink(settings, df2, spark)
df2_e = linker.get_scored_comparisons()
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CREATE OR REPLACE VIEW all_logs AS
SELECT * FROM (
SELECT * FROM region_1.log_table
UNION ALL
SELECT * FROM region_2.log_table
UNION ALL
SELECT * FROM region_3.log_table
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.option(“checkpointLocation”, checkpoint_path)

.start(central_target_path)
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